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Open Report on behalf of Andrew Crookham, Executive Director - Resources

Report to: Audit Committee

Date: 26 September 2022

Subject: Risk Management Progress Report - Septemebr 2022
Summary:

The Committee is responsible for overseeing the effectiveness of the Counci's risk
management arrangements, challenging risk information and escalating issues to the
Executive.

The Committee needs to gain assurance that the systems and processes in place to
enable decision makers to understand the level of risk being taken and the Council is
prepared to accept.

In addition, the Committee have responsibility to monitor effective development and
operation of risk management and corporate governance in the Council.

This report assists the Committee in fulfilling that role, by providing an update on how
well the Council's biggest risks are being managed.

Recommendation(s):

That the Committee notes the current status of the strategic risks facing the Council
including the new strategic risk.

To make recommendations on any further scrutiny required.

Background

In accordance with the risk management strategy and to ensure effective monitoring, all
the strategic risks have been reviewed with risk owners and assurances obtained that the
strategic risks are being managed effectively.

The report also provides an update on the activities being undertaken to support the
Council in developing a culture of being 'creative and aware of risk' in line with the agreed
appetite along with the key strategic and operational issues facing the Council since the
last update in March 2022.
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Conclusion

Overall, the Council's strategic risks continue to be managed pro-actively. There is a good
level of awareness of the current and emerging risks, with positive action being taken,
where appropriate. This is demonstrated by the inclusion of a further new risk and the
changes to some of the risks within the register.

To maintain high levels of assurance, all risks, strategic and operational need to be
regularly reviewed by the risk owners and updates provided.

Consultation

a) Risks and Impact Analysis

Any changes to services and projects are subject to an Equality Impact Analysis. The
considerations of the contents and subsequent decisions are all taken with regard to
existing policies.

Appendices

These are listed below and attached at the back of the report

Appendix A Risk Management Progress Report - September 2022

Background Papers

No background papers within Section 100D of the Local Government Act 1972 were used
in the preparation of this report.

This report was written by Debbie Bowring, who can be contacted on 01522 553772 or
debbie.bowring@lincolnshire.gov.uk.
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The purpose of this report is to provide an update on:

* The activities being undertaken to support the Council in developing a culture of being ‘Creative &
Aware of Risk‘? in line with the agreed risk appetite.

* The key strategic and operational risks facing the Council.

It is also to provide assurance on the effectiveness of the Council’s risk management arrangements.

Risk Management Audit — Appendix 1

Sn(-j\ce the last report in March 2022, we are pleased to confirm that an audit has been carried out on risk
management based on risk maturity levels. The overall rating was at a Level 4 — Embedded and
iffegrated with many areas receiving a Level 5 — Driving the organisation. This places Lincolnshire in the
top 10% of local authorities for risk management. Key findings:

v' Commitment from the top in terms of Executive leadership and support are exemplary.

v’ Effective and enthusiastic leadership and sponsorship of risk management by the Executive, the
Corporate Leadership Team (CLT) and Elected Members with Audit, Assurance and Portfolio
responsibilities.

v' A comprehensive and recently updated Risk Management Strategy with clear

messaging on risk appetite and role responsibilities. LinCOInShire

COUNTY COUNCIL

1. The Council wishes to be creative and open to considering all potential delivery options, with well

measured risk taking whilst being aware of the impact of its key decisions



A comprehensive risk management and toolkit available on the Council’s intranet, with high quality
guidance and templates.

A three-tier assurance model with additional controls around risk appetite and risk reporting when
seeking agreement to key decisions on service delivery.

Engagement with professional bodies such as ALARM at national and regional group levels, and with
CIPFA by chairing the Insurance Editorial Board for the Technical Information Service.

Evidence of the organisation learning from its own mistakes, and from those of other authorities in
order to improve corporate performance.

We will be working though any recommendations from the report with the Corporate Risk & Safety
%Sroup and will provide an action plan to the next committee.

Risk Management Strategy — Appendix 2

Following consultation with senior management and the Corporate Risk & Safety Group, we are pleased
to confirm the launch of the updated Risk Management Strategy. Key updates include:

v

AN NN

More emphasis on the control environment when discussing risk with the move to more measurable
controls where possible

Linking clearly to the Corporate plan

The mention of risk issues as well as well as risks and opportunities

The design is now in line with Corporate branding LinCOInShire
Further narrative around financial risks and transparency included. COUNTY COUNCIL

This has been launched on the Insurance and Risk Hub and communicated through internal
communications.



Strategic risk register — See Appendix 3

Overall, the strategic risks continue to be managed pro-actively. We have reviewed the effectiveness of
the control actions — focusing on those that can be measured such as KPls, external sources etc. This will
help us to measure their impact in managing risks.

In addition, following discussion with Corporate Leadership (CLT), a new risk has been identified linked
to inflationary costs.

Continued high inflation undermines capital programme impacting aspirations and threatens the
sustainability of revenue budgets. there is a new risk around Inflationary costs.

gurther information on this and other risks are noted on the following pages.
®

“there is a high level of awareness of current and emerging risks that could impact services, and this is
completed by having discussions with risk owners and supporting officers on a regular basis.

Lincolnshire
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As at March 2022 Audit Committee As at September 2022 Audit Committee

5 risks 7 risks

Substantial Substantial
Assurance Assurance
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7 risks 6 risks

Limited Limited
Assurance Assurance




As at March 2022 Audit
Committee

Safeguarding Children
Substantial Assurance
Improving Direction of Travel

_%afeguarding Adults
Substantial Assurance
%nproving Direction of Travel

Resilience — Business Continuity
Substantial Assurance
Improving Direction of Travel

As at September 2022 Audit
Committee

Safeguarding Children
Substantial Assurance

Improving Direction of Travel — There continues to be a
good level of assurance around the KPIs and the risk is
being managed effectively.

Safeguarding Adults
Substantial Assurance

Improving Direction of Travel — There continues to be a
good level of assurance around the controls and the risk is
being managed effectively.

Resilience — Business Continuity

Substantial Assurance

Static Direction of Travel — There continues to be a good
level of assurance around the controls and the risk is being
managed effectively, however the IT system still remains
outstanding, hence the static rating for direction of travel.

Lincolnshire
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As at March 2022 Audit
Committee

Transformation Programme
Limited Assurance
Improving Direction of Travel

&

%udget - LCC
cI%ubstantial Assurance
Static Direction of Travel

Serco Contract
Substantial Assurance
Static Direction of Travel

As at September 2022 Audit
Committee

Transformation Programme
Substantial Assurance

Improving Direction of Travel — There is good governance
in place around this particular risk and alignment to the
Corporate Plan. The assurance rating is now substantial
assurance

Budget — LCC
Substantial Assurance

Static Direction of Travel — There continues to be a
good level of assurance around the budget despite
ongoing changes in government.

Serco Contract
Substantial Assurance

Static Direction of Travel — There continues to be a good
level of assurance around the controls and this risk is being
managed effectively with good oversight in place.
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As at March 2022 Audit
Committee

Outstanding Debt
Limited Assurance
Improving Direction of Travel

o
Recruitment / Staffing
®
E’mited Assurance
Deteriorating Direction of Travel

Market Supply — Adult Care
Limited Assurance
Static Direction of Travel

As at September 2022 Audit
Committee

Outstanding Debt
Substantial Assurance

Improving Direction of Travel — There is good procedures in
place to obtain debt and good governance. This has moved
to substantial assurance.

Recruitment / Staffing
Limited Assurance

Static Direction of Travel — There have been a number of
new initiatives to try and recruit / retain staff, however it is
still too early to have the evidence to demonstrate the
effectiveness of these. The risk remains Limited, however
it has moved to a static direction of travel.

Market Supply — Adult Care
Limited Assurance

Static Direction of Travel — This is still a national problem,
therefore no change in assurance

evels. Lincolnshire
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As at March 2022 Audit
Committee

Strategic Contracts
Limited Assurance
Static Direction of Travel

<gyber Security
Clgimited Assurance
"nproving Direction of Travel

IT Infrastructure
Limited Assurance
Static Direction of Travel

As at September 2022 Audit
Committee

Strategic Contracts

Limited Assurance

Improving Direction of Travel — There is no change in the
assurance level, however the direction of travel is

improving due to the introduction of category
management.

Cyber Security
Limited Assurance

Improving Direction of Travel — There has been no change
to the assurance levels or direction of travel. We continue
to manage this risk as effectively as possible.

IT Infrastructure

Limited Assurance

Static Direction of Travel — There are still issues with some
areas of the business not having full access, namely Fire &

Rescue and Emergency Planning, therefore this remains at
limited assurance.
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As at March 2022 Audit As at September 2022 Audit
Committee Committee

New risk Inflationary Costs — new risk
Limited Assurance

Static Direction of Travel — control measures have been
identified but it will take time to see if these are sufficient
to manage this new risk.

¢T obed
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Our Operational Risks

We work regularly with Directorate Risk & Safety Groups in identifying the top risks for each
directorate.

To support reporting of risks and issues more dynamically, we populate the data on risks and
controls on to our risk management system, Sharp Cloud. This will enable us to have even
richer data and will improve the risk intelligence.

We continue to work with services to redefine the controls where necessary to be more
measurable and more aligned with other services.

Over the coming months, we aim to:

* Implement and work through an action plan of recommendations following the recent risk
management audit

* Report regularly to CLT for as long as is required with the red risks & issues.

* Continue to work with services in getting either up to date risk registers or ensuring that
they are aware of their operational risks and report to risk management on a regular basis.

* Populate and use the new risk management software system Sharp Cloud to improve
reporting.

Lincolnshire

COUNTY COUNCIL



Public Sector Risk Solutions Ltd

Lincolnshire County Councll

Risk Management Maturity Audit
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The information contained in this document is confidential to Lincolnshire County Council and Public Sector Risk Solutions Ltd.
The document and its contents may not be reproduced or disclosed to any third party without the prior written consent of both
parties. Public Sector Risk Solutions Ltd assert that in the context of section 43 of the Freedom of Information Act 2000 (FOIA)
disclosure of this document to a third party could prejudice our commercial interests. This document has been prepared for
Lincolnshire County Council in response to a request to provide an independent audit of organisational risk management maturity
and on the express understanding that the intended parties shall use it only for that purpose.

Public Sector Risk Solutions Ltd (PSRS) is a Private Limited Company registered in England and Wales, N0.11389838 and is
authorised and regulated by the Financial Conduct Authority (FCA) as an Appointed Representative of Brian Johnston & Co
(Insurance Brokers) Ltd. Registered Office is 1-3 Linkfield Corner, Redhill, Surrey, RH1 1BL, England.
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Public Sector Risk Solutions

1. Introduction

1.1 Background

This report has been prepared in response to a request from the Council’s Risk and Insurance
Manager, Mandy Knowlton-Rayner dated 23 November 2021, to provide an independent
assessment of the maturity of the Council’s risk management.

Our approach has been to follow the principles of best practice in risk management as
recognised and defined by:-

* The International Standard 1SO31000

* The British Standard BS31100:2008

*  HM Treasury

* The Institute of Risk Management

+ The Association of Local Authority Risk Managers (ALARM)

1.2 Scope of the Exercise

The review exercise has been carried out by Peter Bristow and peer reviewed by another
director of PSRS. It is our normal practice in a project of this nature to include face to face
discussions with key stakeholders in the risk management process, at a sample of levels within
the authority. However, in view of the ongoing concerns over the Coronavirus pandemic these
interviews and discussions have been conducted via Teams Meetings.

The review has focused on the following aspects of the risk management process as defined
by HM Treasury in the Treasury Risk Management Assessment Framework, and adapted by
the Association of Local Authority Risk Managers (ALARM) in their National Performance
Model for Risk Management in the Public Sector:-

» Strategy & Policy

* Leadership and Management

* People and Resources

* Processes

* Risk Handling and Assurance

» Partnerships and Shared Risks
* Outcomes and Delivery

1.3 Objectives of the Exercise

The main objective of this review is to provide you with a clear assessment of the Council’s
risk management maturity and to deliver a report with an evaluation measured against
accepted benchmarks and standards for the public sector. In addition, our report contains
specific recommendations in areas where we believe improvements could be made, and
suggestions for how they might be achieved.

As part of the output report we have included a suggested list of recommendations to support
the Council in achieving continuous improvement of risk management across the organisation

1|Page
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and all service areas, including an approach to collaborative arrangements and partnerships,
whatever legal form those arrangements may take.

1.4 Conflicts of Interest

We confirm that we do not have any conflicts of interest in undertaking this work for
Lincolnshire CC, but we wish to declare a contractual relationship with another company
whose services are used by the council.

PSRS does have a contract with Swiss Re to provide technical support to them in writing UK
public sector risks, and Swiss Re does currently insure the liability risks of Lincolnshire CC.
This relationship is already known to the Council, and we cannot see any conflict of interest
here. We would emphasise that in accordance with the confidentiality statement at the
beginning of this document, no aspect of this work commissioned by the Council will be
disclosed by PSRS to Swiss Re or any other third party.

1.5 Acknowledgements

PSRS would like to thank all of the Council employees involved with this review for the time
they have spent in talking to the author of this report, and for the unswerving support from the
Risk Management and Insurance team in providing an extensive list of supporting
documentation.

We hope that our report and recommendations will be helpful to you in further refining risk
management at Lincolnshire County Council.

I Peter Bristow Managing Director Peter
Bristow Managing Director, Public Sector
Risk Solutions Ltd

2. Executive Summary

2.1 Methodology

This report sets out the findings from our independent assessment of the Council’s risk
management maturity, using a scale of Levels 1 to 5, where 5 represents the highest possible
level of maturity. Our approach has been to follow the principles of best practice in risk
management as recognised and defined by:-

* The International Standard 1ISO31000
* The British Standard BS31100:2008

2|Page
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HM Treasury
* The Institute of Risk Management
» The Association of Local Authority Risk Managers (ALARM)

The scope of the review has looked at each of the seven key components of the risk
management process as defined by HM Treasury in the Treasury Risk Management
Assessment Framework, and adapted by ALARM in their National Performance Model for
Risk Management in the Public Sector.

Evaluation of each of the key components then builds to allows us to assess the overall risk
management maturity of the organisation, again using a Scale of 1 to 5 where Level 5 is the
highest.

2.2 Key Findings

Throughout the review process we have consistently found that the Council’s risk
management strategy, policy and processes consistently score highly against the criteria set
as Best Practice models for both the public sector and commerce and industry. We have
focused on applying the risk management performance model developed by the Association
of Local Authority Risk Managers (ALARM) as it is the most relevant and appropriate to
Lincolnshire County Council.

During the review we have found a number of examples of excellent risk management
practice, and we would specifically draw your attention to the following:-

» Effective and enthusiastic leadership and sponsorship of risk management by the
Executive, the Corporate Leadership Team (CLT) and Elected Members with Audit,
Assurance and Portfolio responsibilities;

* A comprehensive and recently updated Risk Management Strategy with clear
messaging on risk appetite and role responsibilities;

* A comprehensive Risk Management and Toolkit available on the Council’s intranet,
with high quality guidance and templates;

» Athree-tier assurance model with additional controls around risk appetite and risk
reporting when seeking agreement to key decisions on service delivery

+ Engagement with professional bodies such as ALARM at national and regional
group levels, and with CIPFA by Chairing the Insurance Editorial Board for the
Technical Information Service;

« Evidence of the organisation learning from its own mistakes, and from those of
other authorities in order to improve corporate performance.

During the review we noticed that there has been a significant level of internal debate on
some aspects of risk management — for example risk appetite, whether a threat could be
both a risk and an issue, or only one or the other. This tends to suggest that employees are
fully engaged and committed to using the processes and tools in place, and are sufficiently
engaged in the process to see how they can best use risk management in their respective
service areas.

3|Page
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2.3 Assessment of Risk Management Maturity

Our overall assessment of the level of risk management maturity is based upon the scoring
of seven aspects of risk management defined in the ALARM National Risk Management
Performance Model. On the basis of the evidence provided our conclusions are as follows:-

Leadership & Management Level 5: Driving the organisation
Strategy & Policy Level 5: Driving the Organisation
People Level 4: Embedded and integrated
Processes and Tools Level 4: Embedded and Integrated
Risk Handling & Assurance Level 5: Driving the Organisation.
Partnerships, Shared Risks & Resources | Level 3: Working.

Outcomes & Delivery Level 4: Embedded and integrated.

Our overall assessment is that Lincolnshire CC has achieved Level 4 Embedded and
Integrated in terms of risk management maturity when evaluated against the ALARM
National Risk Management Performance Model.

In terms of how Lincolnshire CC compares with other local authorities, our best estimation is
in the top 10%. It is difficult to be more precise than this as the author of this report has
worked with many authorities in the area of risk management development over the last
thirty years, but certainly not all of them, and those he has worked with have been over a
number of years, not all have been in the recent past. Direct comparison is therefore difficult,
unless ALARM is prepared to provide a benchmarking exercise across UK local government.

Lincolnshire CC has been the most thorough of the authorities he has experience of, and the
risk management strategy and process are the most comprehensive and effective he has
seen. Commitment from the top in terms of Executive leadership and support are also
exemplary. We are not aware of any local authority achieving an overall assessment of Level
5.

2.4 Overall Conclusions and Recommendations

Lincolnshire CC has scored very highly in this review, but we have identified a number of
improvements that can be made. However, these all represent fine tuning, rather than step
changes. These recommended improvements are set out in the table below:-.

4|Page
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Strategy & R1 On page 5 of the Risk Management Strategy, the Council
Policy could consider adding an additional tab for All Employees
just to reinforce the message that every employee has a
role in identifying risk and informing line management in
order to maximise safety and minimise the possibility of
threat incidents arising at all levels.

R2 On page 7 of the Risk Management Strategy document, we
recommend that under the “Key Decisions” heading,
reference is made to include details of risk ownership when
reporting risks associated with key decisions to the
Executive.

R3 Guidance on Partnership risks should be included in the
intranet toolkit. Areas to be addressed within the expanded
guidance could include, for example: definition of
partnership; drivers, challenges and risks; assessing the
need for partnership working; establishing the partnership;
governance, operating the partnership; performance
measurement and management; accountable body status
and associated risks; the partnerships register (if required)
and a partnership toolkit comprising a series of good
practice checklists or guidance notes. See also R8

Leadership & No Recommendations

Management

People & R4 We recommend that the Council develops a corporate risk
Resources management training plan to provide targeted and

appropriate training to each of the role levels identified in
the Risk Management Strategy.

R5 We recommend that the Council considers making risk
management training mandatory for middle managers and
above.

R6 Ensure that all new Elected Members receive risk
management training and that those who sit on the Audit
Committee receive a more detailed level of training on risk
assessment

R7 Provide a training module on risk assessment for Service
Managers (and Senior Managers who require it}

R8 Consideration should be given to the development of a
Partnership risks toolkit or at least a specific Toolkit title
which offers a checklist of specific issues to consider when
risk assessing partnership or collaborative working options
for service delivery. This should be consistent with the
guidance on good governance from CIPFA / SOLACE.

5|Page
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Processesand | R9 The Council should consider whether risk reporting should
Tools move to a quarterly cycle rather than the current sixmonthly
process

R10 | We recommend that the six-monthly reporting of risks and
updated risk registers should also include a section on
“horizon scanning” to ensure that there is an audit trail of
consistent consideration of emerging risks and threats to
the organisation.

Risk Handling No Recommendations
& Assurance

Partnerships & | R11 | We would recommend that a register is maintained of all
Shared Risks partnership arrangement and collaborative working
agreements to which the Council is party, perhaps
maintained by Internal Audit as they will have a prime role
in providing assurance on such arrangements.

Outcomes & R12 | We recommend that the Council consider developing a risk
Delivery management dashboard on Sharp Cloud so that risks and
any outstanding action points relating to service areas and
directorates be clearly and quickly shown together with
direction of travel.

We believe that by adopting these recommendations the Council may be able to achieve a
Level 5 risk management maturity assessment, although it is equally possible that the
scoring will become tougher as risk management practice in the public sector continues to
develop.

We would also add that no work has been undertaken on the cost of the risk improvements
we recommend, and it is feasible that the Council may find that some of the specific
recommendations are not sufficiently cost effective to warrant adoption.

3. Approach and Methodology Used

3.1 Methodology

This report sets out our independent assessment of the Council’s risk management maturity,
using a scale of Levels 1 to 5, where 5 represents the highest possible level of maturity. Our
approach has been to follow the principles of best practice in risk management as recognised
and defined by:-

» The International Standard 1SO31000

» The British Standard BS31100:2008

*  HM Treasury

* The Institute of Risk Management

* The Association of Local Authority Risk Managers (ALARM)

6|Page
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The scope of the review has looked at each of the key components of the risk management
process as defined by HM Treasury in the Treasury Risk Management Assessment
Framework, and adapted by ALARM in their National Performance Model for Risk
Management in the Public Sector:-

Strategy & Policy

Leadership and Management
People and Resources
Processes

Risk Handling and Assurance
Partnerships and Shared Risks
Outcomes and Delivery

Evaluation of each of the seven key components then builds to allows us to assess the
overall risk management maturity of the organisation, again using a Scale of 1 to 5 where
Level 5 is the highest.

The ALARM definitions of each of the five risk management maturity levels are as set out in
the table below:-

Maturity | Level Description/Definition
Level
1 Risk Management is engaging with the organisation
2 Risk Management is happening within the organisation
3 Risk Management is working for the organisation
4 Risk Management is embedded and integrated within the organisation
5 Risk Management is driving the organisation

3.2 Desktop Review of Documentation

This review has included a review of key Lincolnshire CC documentation relating to the risk
management strategy and process, and our request for information included the following:-.

The organisation’s current Risk Management Policy and Strategy Documentation
together with details of internal guidance on risk assessment;

The current Strategic Risk Register, including action plans and meeting
minutes/proposals to improve risk controls;

The current service level Risk Registers, including examples of action plans/meeting
minutes with proposals to improve risk controls;

Internal guidance and framework for strategic and operational risk assessment
Internal guidance in respect of significant partnerships and other forms of
collaborative arrangement, including strategic delivery partnerships, Local Enterprise
Partnerships and outsourced or shared services;

7|Page
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A list of significant partnership, collaborative arrangements and outsourced or shared
services;

The Council’s Business Continuity Policy and Strategy;

A copy of your Risk Management Training Strategy or Plan;

Details of the organisational Risk Management Communications Strategy;

Details of the composition and Terms of Refence for Risk Management Committee
and other key groups and committees tasked with Risk Management. Please also
provide report lines for each and examples of meeting minutes;

Examples of risk reporting to Elected Members and Senior Management Team;
Guidance issued internally on business continuity planning for Council services and
requirements of key suppliers or partners;

Reports for the most recent audits or reviews of Risk Management including relevant
extracts from any Internal or External Audit reports;

Evidence to support that Risk Management is embedded into other relevant
processes, for example business planning, internal audit, governance, performance
management, evaluation of suppliers, procurement, partnership working or
appointment of contractors.

Copies of Standing Orders and Financial Regulations relating to risk assessment,
reporting of asset acquisition/disposal, procurement, use of contractors and
evaluation or partners

Discussions with Key Employees/Stakeholders

Microsoft Teams meetings were also conducted with a number of employees within the
authority who have an involvement with the risk management processes, in order to gain a
better understanding of how risk management works in practice.

An assessment of risk management maturity, even against an established framework for the
public sector, does involve an element of subjectivity. This part of the review is to ensure that
we sense check findings from the analysis of risk management documentation, and secure a
wide view from participants in, and users of, the process in terms of effectiveness and value.

These employees are as follows and, again, we would like to thank them all for their input to

this review:-
Employee Name Role
Andy Gutherson Executive Director - PLACE
John O’Connor Head of Service — Education Support

Councillor Sue Rawlins | Chair of Audit Committee

John Monk Head of Service — Design Services

lan Reed Head of Service — Emergency Planning and Business Continuity

Alex Botten Head of Service - Procurement

David Lynch Lincs Fire — Area Manager Service Improvement (Risk & Safety)
8|Page
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Andy Fenn

Head of Service — Property Services

Lucy Pledge

Head of Service — Internal Audit & Risk Management

Councillor Mark
Whittington

Member Champion on Corporate Risk & Safety Group

Andrew Hancy

Head of Service — Business Support

Heather Sandy

Executive Director — Children’s Services

Mark Baxter

Acting Chief Fire Officer

Debbie Barnes

Chief Executive

Andrew Cookham

Executive Director - Resources

Glen Garrod

Executive Director — Adults & Community Wellbeing

Theo Jarratt

Head of Service — Quality & Information

Mandy
KnowltonRayner

Insurance & Risk Lead

Debbie Bowring

Principal Risk Officer

3.4 Limitations of the Review

Without wishing to stipulate a long list of caveats, we do need to emphasise that this is
essentially a desk-based audit exercise and we are dependent upon the information provided
to us in order to compile the output report. We have of course tested and challenged the
information provided in order to validate any aspect which did not appear to be accurate or
complete, or where we believed that additional detail was necessary.

However, historical data is not necessarily an accurate guide to future risks, or organisational
performance in managing them, and we would draw your attention to the following:-
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In compiling the review, reliance has been made on the Council data and documentation
provided, and specifically we have only challenged and validated information which
appeared to be incomplete, contradictory to other information provided, or where further
detail was needed;

An inherent assumption is that the Council structure, functions and range of services
provided will not materially change in the foreseeable future;

We have assumed that the risk profile of the organisation has remained relatively
constant over the last few years except for any specific changes advised to us. On a
broader front this study cannot, by its nature, address potential future changes in risk
profile, which may generate new risks or threats, or change the future emphasis for risk
assessment or risk management focus;

Risk management process, controls and business continuity measures will usually incur
a cost for the organisation. However, although we are mindful of the cost involved in any
risk management improvements we may suggest, no calculation of those costs has
been undertaken as part of this project;

With risk assessment, risk forecasting, and risk management, the further into the future
we look, the less inherently reliable our assessments become, being susceptible to
changes in legislation, technology, political outlook, social behaviours and environment
to name but a few influences. Our inclusion of any recommendations for improvement
measures in this exercise is therefore limited to include developments which are already
well known in the public domain.
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4. Evaluation of Risk Management Maturity

4.1 Strategy and Policy

Scope
Key question What does this include?

Are there clear strategies and policies = The Council’s strategies and policies for risk management, including risk appetite. Evidence of a risk management
for risk? framework, a clear direction for scope of risk management and priorities. Requirements of the organisation for risk

management as part of overall approach to governance.

T

8 Findings

@
N) The RM Strategy
© The Council has had a Risk Management Strategy in place for a number of years was recently updated in April 2022. At the time of writing this report the

revised Strategy was awaiting final agreement, but we understand that it is now in force. The document is clear, well written and clearly fit for purpose. Its
stated aimis ....

...to provide an effective framework for the Council to manage the key risks facing our services in line with our risk appetite and the successful delivery of the
outcomes of our Corporate Plan, which sets out four priorities.....”

The Strategy is therefore geared towards supporting the Council in achieving its Corporate Plan objectives and helping to achieve organisational excellence.
The key aims of the LCC Strategy are clearly defined as:-

+ To “set the tone” from the top on the level of risk we are prepared to accept for individual services;

+ Continue to understand our risk appetite with senior leaders incorporating the different risk categories and acknowledging that how LCC thinks
about risk will be different depending upon the context of corporate impact and sensitivity;
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» Acknowledging that even with good risk management and best endeavours things can go wrong. Where this happens we use the lessons learned
to try and prevent it happening again;

+ Developing leadership capacity and skills in having a clear understanding of the risks facing the Council in delivering our services and
transformational change and how we manage these risks. Risk management should be integral to how we run Council business / services.

* Supporting a culture of well measured risk taking throughout the Council’s business, including strategic, tactical and operational. This includes
setting risk ownership and accountabilities and responding to risk in a balanced way — thinking about the level of risk, reward, impact and cost of
control measures.

» Further strengthen how risks are controlled and measured — being more accountable and with measurable indicators;

* Ensuring our approach to risk management is proportionate to the decision being made.

+ Effective and flexible reporting and monitoring with board/executive intelligence on the key risks facing the Council;

» Good practice tools and training to support management of risk which is applied consistently throughout the Council;

+ Keep abreast of best practice throughout the industry — including the external review of our risk management practices.

On page 3 there is emphasis on the intention for the strategy to encourage “well measured ethical risk taking” where it is likely to lead to sustainable
improvements in service delivery, and clear reference to the strategy supporting both the management of threats and the taking of opportunities.

The document also articulates the risk appetite of the Council as “creative and risk aware”, whilst making it clear that this may be different when an
individual service is considered and where the nature of that service is more sensitive or business critical. The strategy requires that any initiative or
service that works on a basis outside of the corporate risk appetite then this must be reported and monitored via the appropriate Executive Director. This
ensures that the whole risk management approach is sufficiently flexible in order to remain fit for purpose across a range of diverse services.

The role and responsibilities of tiers of management are clearly set out on page 5, including the role of Members, CLT, Directorates, Internal Audit, Audit
Committee and Risk and Safety Groups. It may be worth adding here an additional tab for all employees just to reinforce the message that every

employee has a role in identifying risk and informing line management in order to maximise safety and minimise the possibility of threat incidents arising at
all levels.

Good practice tools and Risk Management Support

The Strategy is supported by a comprehensive and user-friendly Risk Management Guide, toolkit, checklists and templates, available to employees via
Sharepoint, and the newly launched Insurance and Risk Hub. The contents include, amongst others:-
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* Introduction to the risk management cycle and process;

* Risk management guidelines and activity checklists;
e Assurance Framework;

* Risk Appetite;

*  Wheel of Control;

» Risk Matrix for use in risk assessment;

* Glossary of terms, and

* How to Control Risks.

The various ‘Tools’ attached address specific areas of risk management, including the key area of Partnerships (more on this in section 5) and also risk
appetite. These documents are drafted in a user-friendly style. They are clearly laid-out and have been updated very recently, with the launch of the
Insurance and Risk Hub

U We believe that the combination of the Strategy Documents and the supporting tools and guidance are consistent with current best practice, and they
g establish a very robust platform from which to continue the integration and embedding of risk management across the Council.

@ We note that the intention is for these documents to be supportive of risk management within Directorates rather than be prescriptive. From our discussion

= with key stakeholders, and indeed this is reflected in the Strategy documents itself, there is the ability to work within the framework whilst allowing some
latitude for ‘local’ interpretation at individual service level. Our overall impression was that the risk leaders in Directorates are confident in their ability to
manage risks, and find the guidance provided extremely helpful, yet would not hesitate to request support from the central Risk Management team if required.

The Strategy document also highlights the availability of e-learning modules for both strategic and operational risks and the availability of technical support
from the LCC Risk management team if required.

Conclusion and scope for further refinement

We consider that the new Risk Strategy is an excellent document and evidence that there are clear risk strategies and polices in place to drive organisational
excellence. It is clear, sets out organisational risk appetite, is sufficiently flexible to allow for application to individual and diverse service areas, is supportive
and clearly sets out the objective to encourage and empower well managed risk taking to support the objectives of the Council’s Corporate Plan.

There is also acceptance that sometimes, even with the best risk management practice in place, things can still go wrong. This is important in the context of
empowering managers to look for innovative service delivery models and ensure that a “blame culture” does not hinder organisational performance.
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In conclusion, our assessment is that Lincolnshire CC has achieved the highest level of progress towards risk management strategy and policy maturity:

Level 5: Driving the Organisation

Ref Details of recommendation

R1 We would suggest two minor points in relation to the revised Risk Management Strategy document. Firstly, that on page 5 there is reference
made to the role to be played by All Employees employee in identifying and reporting risks, and on page 7 under the “Key Decisions” heading
reference is made to include risk ownership when reporting risks associated with key decisions to the Executive.

R2 On page 7 of the Risk Management Strategy document we recommend that under the “Key Decisions” heading reference is made to include risk
ownership when reporting risks associated with key decisions to the Executive. As service delivery models become more dependent upon
partners, contractors or joint venture agreements, it is necessary to be able to identify where the ownership and control of significant risks lies.
Both recommendations R1 and R2 are however very minor points and if the current version of the strategy has now been approved then these
could wait until the next revision of the document.

R3 Guidance on Partnership risks should be included in the intranet toolkit. Areas to be addressed within the expanded guidance could include, for
example: definition of partnership; drivers, challenges and risks; assessing the need for partnership working; establishing the partnership;
governance, operating the partnership; performance measurement and management; accountable body status and associated risks; the
partnerships register (if required) and a partnership toolkit comprising a series of good practice checklists or guidance notes. See also R8

Z¢ obed

4.2 Leadership and Management

Scope
Key question What does this include?
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Do senior management and the Executive  Clear leadership and direction from the very top level of the organisation. The extent to which Leadership uses

Board support and promote risk risk management to achieve better outcomes, sets risk appetite criteria, encourages innovation, ensures clear

management? accountability for risk management drives improvements in risk management and uses principles of good
governance to manage risks.

Findings

It is evident that that the Chief Executive and Corporate Leadership Team are actively driving the corporate approach to risk. A common view expressed
during our interviews with stakeholders was that CLT always gave time and attention to risk issues and that it was never a problem for managers to secure
CLT time for discussion and resolution of risk issues.

The Chief Executive and CLT have actively sought to establish risk management training throughout the organisation and there are two e-Learning modules
now in place. One for Strategic risk management and one for operational risk management. The risk appetite of the Council has been established as “Creative
T and Aware” but our enquiries established that this was flexible at service level. This is an important consideration as some services are subject to strict
Q) requirements and processes which require risk appetite to be more cautious in these environments. All interviewed felt that the Leadership actively supported
L(% service level judgements on risk and risk appetite and this is evidence of a mature risk management culture where managers are trusted to make the right

o decision for their area of operation.

The Chief Executive and the CLT have established a clear structure for risk management, from Directorate Risk and Safety Groups through to the Corporate
Risk and Safety Group who report into CLT. There is also a clear and regular process for risk reporting within this structure, although all interviewed in this
review process were keen to emphasise that risk issues could be escalated to CLT outside of this process at any time if there was a need to do so.

There is clear evidence that the organisation engages with other organisations and shares risk experiences with a view towards continuous improvement.
Examples here are involvement with regional groups such as the East Midlands Risk Management Group and CIPFA. The Council’s Insurance and Risk Lead
is also the Chair of the CIPFA Tisonline Insurance Editorial Board which will give the Council an insight into risk and insurance issues raised by a wide range
of other public sector organisations, and the Best Practice for addressing them. There is also evidence that individual service areas are actively looking to
learn from the experiences of other organisations. Specific examples here were quoted as Nottinghamshire CC breach of financial regulations in relation to
property transactions, and Cambridgeshire CC breach of the public procurement legislation. Incidents are included in Directorate Risk Management updates in
order that Lincolnshire makes better decisions.

There appears to be a pragmatic approach to decision making which encourages innovation and seeks to balance cost, affordability, quality and risks. The
willingness to learn from risk events, using ‘lessons learned’ reviews is further evidence of a ‘no blame’ culture. We were particularly impressed by the
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objectivity of the Procurement function where it was clear that the focus is on “outcome” rather than “process”, which is unfortunately not the case with many
public sector organisations. Procurement were keen to emphasise that the choice of tender process and criteria used were driven by the nature of the
procurement and the objective of securing the best deal for the Council, rather than the common risk averse approach of using process and criteria which are
least likely to attract a challenge from a disaffected potential supplier.

Internal Audit have a dynamic risk-based audit plan which is always reviewed mid-year to give the team an opportunity to re-focus on changing priorities. The
Audit Committee has an active role in the risk management process, providing assurance that risks are appropriately managed and that risk management
processes remain fit for purpose.

The quality of the Council’s risk management documentation provided to us as part of this review has been exemplary. In particular, the recently revised RM
Strategy document, and by the work undertaken in order to develop a meaningful understanding and articulation of risk appetite. The Strategy document sets
out (inter alia): strategic risk management priorities; the structure, roles and responsibilities for delivering the strategy, and a clear statement of the Risk
Management vision ...

T ‘The strategy seeks to encourage well-measured ethical risk taking where it is likely to lead to sustainable improvements in service delivery to the
g people of Lincolnshire. It is there to support both the management of threats and the taking of opportunities’

® In our experience few similar organisations have such a well-developed approach to understanding risk appetite and making the direct link between well
g measured risk taking and organisational performance.

High level commitment to embedding a risk aware culture is clearly evidenced by a range of documents and working practices, for example:-

A clear framework for Risk Governance and Assurance, with recent review of the Risk Management Strategy produced in March 2022;
Revised terms of reference for the Corporate Risk and Safety Group and Directorate Risk and Safety Groups published on 3 March 2022;

The continuing commitment to a Corporate RM team which provides ongoing support to Directorates, as and when required, and promotes good
practice

Specific reference in the RM Strategy to the CLT accountability for the risk environment setting of the Council’s risk appetite.
The status of, and extent of engagement with, the Council’s Head of Internal Audit and Risk Management and the Audit Committee;

A willingness to subject the Council’s risk management framework to independent review and assessment, and to continue to strive for continuous
improvement in risk management practice;
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« A statement in the Risk Management Strategy that all key decisions presented to the Executive must clearly show the key risks associated with the
recommendation, the potential impact and how they will be managed.

* The requirement that where the Council undertakes operations or initiatives outside of agreed appetite this must be reported and monitored via the
appropriate Executive Director.

Conclusion and scope for further refinement

Level 5: driving the organisation

Ref Details of recommendation
None

o
& 4.3 People and Resources
D
oo Scope . .
U1 Key Question What does this include?

Are people equipped and Establishing a risk aware culture rather than than a risk averse culture in the organisation. Clear allocation of

supported to manage risk well? responsibility to specific role levels, Arrangements to ensure appropriate risk management awareness, knowledge

experience, skills and tools for Elected Members, Executive, senior managers and staff.
Findings

Risk management roles
The Risk Management Strategy, revised in March 2022, sets out a clear statement on page 4 of the Council’s approach to risk, corporate risk appetite and, on
page 5, a table to confirm where the responsibility for delivery sits within the organisation:-
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Leadership

Executive and Corporate Leadership Team

Escalation

Audit Committee

Oversight & Co-ordination

Risk & Safety Groups (Corporate and Directorate)

Ownership

Directorates and Services

Assurance

Elected Members/Management/Corporate functions/third parties and Internal Audit

We would agree with this apportionment of roles and responsibilities and the clarity will support the Council’s strategy of being creative and open to all
potential service delivery options within a framework of well measured and ethical risk taking.

9-? A number of stakeholders we spoke to during the review commented that the development of risk management strategy in recent years has led to a greater
% awareness of risk and a higher level of consistency in managing risk across the organisation. However, a number of people did indicate that there were

o differences within the organisation on the subject of risk taking. It was felt that there was sufficient flexibility in the risk appetite to allow for the differences in
O |egal requirements and levels of assurance for individual service areas, but several individuals commented that some officers and members are clearly more

risk averse than others.

This will probably always be the case. Inevitably there is a degree of subjectivity in risk assessment, and individuals will often have a different view on what
constitutes acceptable risk taking. A number of individuals commented that the organisation as a whole is moving in the right direction from historically being
very risk averse to being receptive to well managed risk taking in order to secure improvements in service delivery. This is a broad indication that the Council’s
risk management strategy is working and that the culture is becoming more creative and innovative. However, we believe that in order to maintain momentum
there is a need for more risk training across the organisation and we will look at this in detail in the next section.

During the interviews we held with stakeholders there was a consistent comment that the support provided by the Risk Management Team was of a very high
standard and was greatly valued. Everyone we spoke to believed that the balance of the service was right — support and guidance was available whenever
required, but there was no “unnecessary” contact. The quality of the documentation we have been provided with supports the comments made.
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Risk management training

The Council has developed two e-learning modules, one for strategic risk management and one for operational risk management, as well as training for
Elected Members. Specific training needs for staff and elected members are identified through the normal process of individuals’ performance review and
personal development plans.

We understand that risk management is mentioned in induction training for new employees, but there is no significant content included. We feel that as a
minimum the Council’s risk management strategy should be referred to and attendees referred to the e-Learning modules available on the intranet.

The e-Learning modules for strategic and operational risk management are both excellent in terms of content and presentation. Both are available on the
intranet and are included on the Management Essentials list for middle managers upwards. However, although there has been a high level of take-up on a
voluntary basis, due to workload pressures on managers, training is not compulsory. Health and Safety training is in contrast mandatory.

A number of stakeholders mentioned a need for more risk assessment training and potentially some guidance on the risk assessment of partnerships and/or

collaborative service provision, particularly on the subject of governance risks. This should also extend to provide some guidance on the award of major

service/works contracts as Lincolnshire County Council appears to be shifting more towards a role as a commissioning body rather than a direct provider of
- services.

© Risk management training has been provided for elected members, but is not set up as a regular training module to capture newly elected members, or to

® Luild a better awareness of risk through an ongoing training or development programme over time. Unless this is addressed the Council is likely to find that

ﬁ Elected Members without the training to understand the organisation’s risk management strategy and processes will have a completely different view on risk
to officers.

It is also important that Elected Members who sit on the Audit Committee receive a more detailed training on risk management generally and risk assessment
specifically, in order to deliver a robust assurance model for the organisation.

All of these findings lead us to the conclusion that whilst the Council has produced some excellent training material, a risk management training plan needs to
be developed with specific training modules aimed at each of the role levels articulated on page 5 of the Risk Management Strategy document.

Risk Communication

In order to be effective, each role level described on page 5 of the Risk Management Strategy document need the appropriate tools and information to enable
them to fulfil their responsibilities. For example, the Services and Directorates need Service and Directorate level risk registers in place and a process for
reporting them to CLT and Internal Audit. Major projects and contracts will require their own risk registers which identify key risks of each service delivery
option, risk assessment, control measures and risk ownership.
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re in place is extremely comprehensive with services having risk registers, which feed into directorate risk registers, which in turn feed into the

Council’s strategic risk register.

We understand that Directorates review their risk registers as and when risks change, but at six monthly intervals as a minimum. There is however the
flexibility for services or directorates to report emerging or changing risk issues upwards to CLT as and when there is a need to do so. Internal Audit also has
a dynamic risk-based Audit Plan which assesses service on a Red/Amber/Green basis and is reviewed at mid-year to allow a re-focus of audit activity if
needed. We believe that quarterly reviews would be more appropriate, but the communication system seems to work well at Lincolnshire so we would not
advocate change to this process, unless the Council sees the need to do so.

Conclusion and scope for further refinement

Level 4: embedded and integrated

Ref Details of recommendation

R4 We recommend that the Council develops a corporate risk management training plan to provide targeted and appropriate training to each of the
role levels identified in the Risk Management Strategy.

R5 We recommend that the Council considers making risk management training mandatory for middle managers and above.

R6 Ensure that all new Elected Members receive risk management training and that those who sit on the Audit Committee receive a more detailed
level of training on risk assessment

R7 Provide a training module on risk assessment for Service Managers (and Senior Managers who require it)

R8 Consideration should be given to the development of a Partnership risks toolkit or at least a specific Toolkit title which offers a checklist of specific
issues to consider when risk assessing partnership or collaborative working options for service delivery. This should be consistent with the
guidance on good governance from CIPFA / SOLACE. PSRS can provide you with an example checklist if that would assist the Council.
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Scope
Key question

Does the organisation have effective risk
management processes to support the
business

Findings

—U Documentation
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What does this include?

To be truly integrated and embedded, risk management should fit seamlessly with other key business
processes such as policy making, performance management, governance, and financial management. Do risk
processes support a “lessons learned” culture and is there effective business continuity planning in place to
support service delivery. The application of a formal framework for identifying and articulating risk appetite and
risk assessment is an important component.

g The Council has clearly spent time in defining the organisational risk appetite and this has been articulated in the risk management strategy, together with the

(D acceptance that service areas need to have the flexibility to adopt a more cautious approach where necessary. Terms of Reference for the Corporate and

00 Directorate Risk and Safety Groups have been revised in March 2022 and at the time of this review are with the respective groups for consultation and
adoptlon We find that the corporate risk appetite, together with express agreement that appetite can be adjusted by individual services as required, is clearly
communicated and designed to fit with the wide range of activities that the council is engaged in. The review process is also evidence that the Council is
aware that periodically it will be hecessary to update the approach to risk management and the processes for risk management in order to ensure they remain

“fit for purpose”.

Risk registers are clear and simple in design. We would normally expect to see more detail, for example in relation to individual risk ownership, but the format
is consistent at all levels and clearly works for the authority. There is a defined process for risk reporting at service, directorate and corporate levels and
reporting is currently based upon a six-monthly cycle, although the option exists to report new risks, adverse risk development or updated risk information on
an “as and when required” basis if needed. An extremely positive comment that cropped up frequently during the review interviews was that CLT was always
receptive to risk related items for meeting agendas, and managers felt that CLT was supportive in addressing risk issues.

We would normally suggest that risk reporting should be undertaken on a quarterly basis. However, in view of the overwhelming evidence that the current six-
monthly process, supported by ad-hoc reporting where necessary, is working for Lincolnshire we would not suggest “fixing something that isn’t broken”, but
recommend that the Council bears this in mind when the risk management processes are next reviewed.
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What does appear to be missing in the risk registers or risk information is any formal process for “Horizon Scanning” to highlight the potential for future risks
due to changes in legislation, social behaviours, claims trends or technological development. Whilst the Council is clearly not ignoring these issues and, for
example, reacted to the changes in the provision of the Schools Improvement Service in advance of the legislation being introduced, there does not appear to
be any formal or consistent process for this. Ideally, each six-monthly risk register report should have a section on horizon scanning to flag up any risks which
may impact on the organisation in the foreseeable future due to legislative or social changes. Even if individual reports often show a “none identified”
statement.

Agendas and Minutes for Corporate and Directorate Risk and Safety Groups are drawn up and circulated, and examples we have seen evidence that Action
Points are followed up.

Business processes
During the interviews we conducted with Lincolnshire CC employees we found ample evidence that risk management is a seamless part of day to day
processes and service delivery. For example, the whole procurement process for goods and services appears to be risk based, in that the choice of tender
procedure and need to qualify suitable potential tenders is determined by the nature of the procurement and the desired outcome. The whole process is

@ outcome driven rather than process driven in order to minimise the risk of challenge to a contract award.

«Q
(@ Supply chains in relation to major contracts are evaluated during the procurement stage and there is also a practice of reviewing the business continuity plans
g of shortlisted tenderers for major contracts.

The recent Covid pandemic was raised a number of times during interviews as evidence of how risk management was integrated into business processes.
CLT requested risk information within two weeks of the start of the pandemic and instigated new working practices across all service areas to minimise risks
and maintain service delivery extremely quickly.

Elected Members are engaged in the risk management process with Portfolio Holders being kept informed of service risks and risk registers. Portfolio Holders
have a close relationship with service areas and contact with them on a daily basis. Risk controls are discussed with them, and they are involved in
discussions over the introduction of new risk controls.

One benefit of the risk management strategy and process in place that was mentioned by a number of individuals was that it had enabled a high level of
consistency in risk assessment and management across the whole authority, and the adoption of a common risk management terminology.

Business Continuity

The Council maintains corporate business continuity plans (BCPs) to 1ISO22301:2019 standard, and all service areas have their own service specific business
continuity plans in place, using template documents provided by the Central Business Continuity Team. This delivers a high degree of consistency in format
and content across the organisation. The central Business Continuity Team are all qualified to BSI standards and are available to assist service areas with
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development of their individual BCPs. All service BCPs are submitted to the central Business Continuity Team for testing and inclusion in Emergency
Planning.

All BCPs are subject to a continuous three-year cycle of review and updating, and Internal Audit provide assurance on the Business Continuity function. Any
BCP trigger event will generate an investigation and review exercise, and any lessons learned will be incorporated into all BCPs where relevant. Action points
are monitored to ensure they are carried out.

The BCP processes in place all appear to be robust and there is ample evidence to support that they are linked to corporate and service risks and are fit for
purpose. The corporate BCPs are currently being reviewed to incorporate lessons learned during the Covid pandemic and the introduction of home and hybrid
working by the organisation.

Conclusion and scope for further refinement

Level 4: Embedded and Integrated

o Ref Details of recommendation

&

o | R9 The Council should consider whether risk reporting should move to a quarterly cycle rather than the current six-monthly process

l-E R10 We recommend that the six-monthly reporting of risks and updated risk registers should also include a section on “horizon scanning” to ensure that

there is an audit trail of consistent consideration of emerging risks and threats to the organisation.

4.5 Risk Handling and Assurance

Scope
Key question What does this include?
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Are risks handled well, and does Considered risk taking, supporting innovation, the quality of risk handling and risk management performance and
the organisation have assurance assurance arrangements for risk management. This is about day to day reality, and specifically about the extent to
that risk management is delivering  which risks are handled well and the organisation has assurance that risk management is delivering successful
successful outcomes and outcomes and supporting creative risk taking.

supporting creative risk-taking?

Findings

Risk governance structure

The Council’s Risk Governance structure and role level responsibilities are set out clearly in the Risk Management Strategy and in the Toolkit,” along with a
graphic which explains the assurance framework.

* The Executive and Corporate Leadership Team have ultimate accountability for the risk environment, and are responsible for approving and
reviewing risk policies and setting the level of risk the Council is prepared to accept — its risk appetite;

* The Audit Committee is responsible for overseeing the effectiveness of the Council’s risk management arrangements, challenging risk information
and escalating issues to the CLT/Executive where appropriate;

+ The Corporate and Directorate Risk & Safety Groups are responsible for the facilitation and co-ordination of risk management activity across the
Council;

* Directorates & Services are the “risk-takers” and are responsible for identifying, assessing, measuring, monitoring and reporting significant risks
associated with their functions or activities which are documented in the service, directorate and strategic risk registers;

* Elected Members/Management/Corporate functions/third parties and Internal Audit as part of the Councils Combined Assurance model, give
assurance on the management of risks and the operation/performance of controls.

Combined Assurance Model
The organisation has applied an Assurance Framework for each function of the Council, with three lines of defence:-

* Business Operations — the first level of control is the individual business operation which performs day-to-day risk management activity
+ Oversight Functions — oversight functions in the organisation such as finance, HR and Risk Management set internal standards and direction, define
policy and provide a second level of assurance
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* Independent Assurance - Internal and external audit and other independent assurance providers offer a third line of defence and independent
challenge to the levels of assurance provided by business operations and oversight functions

Assurance delivered

We find that the Council has an extremely robust and effective control environment in place to reinforce a very comprehensive and well-structured risk
management framework. The directorates and services are very well supported by the Council’s Risk Team who provide any technical support required by
managers, either with the process itself, or with individual risk issues. And this can also be viewed as part of the assurance process as it ensures that
individual service areas are applying the same process and criteria required by the organisation as a whole. The quality of that support was commented on by
the majority of those we interviewed during the review process, and several mentioned that the balance of support was excellent — there when needed, but not
too intrusive!

The Council clearly understand that there will always be a need to review and improve risk management processes to ensure that they remain fit for purpose
in a changing operational environment. This is evidenced by the updating of the Risk Management Strategy document and revised Terms of Reference for the
Corporate and Directorate Risk & Safety Groups in March 2022.

& There are also three further points we would like to make specific reference to, which are not particularly innovative when considered individually, but which

collectively evidence the Council’s commitment to integrate risk management into processes which deliver tangible benefits in service delivery. Firstly, the
Strategy allows individual services to deviate from the corporate risk appetite where it is appropriate for services to do so, but requires that this is reported to,
and monitored by, the appropriate Executive Director. Secondly, a formal risk register must be produced on the new Risk Management system “Sharp Cloud”
for all strategic risks, key projects and programmes including those on the Transformation programme, and new service projects that have a greater impact on
people, finance and the Council. And thirdly, all key decisions that are referred to the Executive must clearly show the key risks associated with that decision
recommended, the potential impact on the service/organisation and how these will be managed.

Supporting creative risk taking

From the documentation we have been provided with in the review there is no evidence of a focus purely on the ‘down-side’ of risk. We have observed a
commitment to identify “opportunities” by consideration of all options for service delivery, and to adopt the option that will provide the best service for the
residents of Lincolnshire. There is an expressed and well documented commitment to take well-managed and ethical risks in order to deliver that outcome.

It is also evident that the Council is an organisation that learns from experience and we have seen evidence, for example in the case of the replacement of the
Serco contract, where services are commissioned differently in order to improve service performance. It is evident that the risk management processes at
Lincolnshire are contributing directly to the Council’s performance as an innovative and high-performing organisation. Conclusion and scope for further
refinement Level 5: Driving the Organisation.
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Ref Details of recommendation

None

4.6 Partnerships and Shared Risks

Scope
Key Question What does this include?
Are there effective Mechanisms for identifying, assessing risks in each key partnership, appropriate mechanisms for identifying and
arrangements for managing addressing the implications of sharing the risks amongst those best placed to manage them. Formal arrangements for
risks with partners? handling risk should be a part of good governance to ensure that risks are handled appropriately and proportionately.
This includes insurance and risk management standards and monitoring processes defined in contracts or supplier
agreements.
Findings

During the review process it was mentioned to us several times that Lincolnshire CC is adopting the role of a “commissioning body” more than it is developing
partnerships or collaborative working arrangements. Nevertheless, we believe that partnership arrangements and collaborative working represent service
delivery options that are too significant to be ignored in terms of a risk management approach. And very often partnerships and collaborative arrangements
throw up a set of risks associated, for example, with governance which are not experienced under commissioning arrangements.

Effective arrangements for managing risks with partners are underpinned by three factors:

* Knowledge of the partnership arrangements the Council is involved in, and
* Understanding of the governance arrangements in place

* As with any service delivery model, understanding the key risks associated with the arrangement, who owns and manages those risks, and the risk
management controls in place.
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Ideally, we would also recommend that a register is maintained of all partnership arrangement and collaborative working agreements, perhaps maintained by
Internal Audit as they will have a prime role in providing assurance on such arrangements used by the Council .This is perhaps similar in context to keeping a
register of all Officers and Members who are nominated to serve as directors or committee members on outside bodies to represent the interests of the
Council. The register serves as a central record of all such arrangements that the Council is party to, and ensures that such activities receive the appropriate
level of audit and assurance.

To conform to best practice (as originally set out in the CIPFA Better Governance Forum Risk Management Guidance Note No 11 — Partnership Risk
Management) we advocate an approach that incorporates the two main ways to view a partnership, firstly from the perspective of the Council as a participant
(particularly as Accountable Body), and secondly from the perspective of the partnership as a whole.

Partnership Risks Training

During our interviews with stakeholders it was found that that a number of individuals felt that an element of training on partnership risks would be useful, and
none were aware of any toolkit available on the intranet.

There is certainly no need to reinvent the wheel here. The Council already has template risk registers and risk assessment guidance available to all service
g-? areas and directorates via Sharp Cloud, and there is no reason why the same reporting forms cannot be used for partnerships and collaborative working
©Q arrangements. The two fundamental differences are that firstly there are governance arrangements which will differ from those in a direct service model, or a
commissioning or contractual service model, and secondly there needs to be more focus on which party to the arrangement is responsible for managing the
a individual risks identified, and ensuring that parties to the partnership are clear on where those responsibilities lie.

We believe, therefore, that what is needed is a set of guidance notes on the governance risks associated with partnerships and collaborative working which
can be added to the Tools available to services and directorates. A checklist may suffice to ensure that all risks have been assessed before decisions are
taken on whether to enter into an arrangement or to pursue an alternative method of service delivery. PSRS can provide you with an example if that would be
helpful to the Council. This has already been addressed under Section 4.3 — See R8.

Conclusion and scope for further refinement Level

3: Working.
Ref Details of recommendation
R11 We would recommend that a register is maintained of all partnership arrangement and collaborative working agreements to which the Council
is party, perhaps maintained by Internal Audit as they will have a prime role in providing assurance on such arrangements.
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4.7 Outcomes and Delivery

Scope
Key question What does this include?

Does risk management contribute to  Can we show that the Council is using risk management to help deliver change, successful outcomes, and a

achieving outcomes? contribution to improving the reputation of the organisation? Is risk management contributing to organisational
performance and specific outcomes? Such evidence serves to highlight examples of good practice and innovative
approaches to managing a wide range of threats and opportunities.

Findings

;_,U From the discussions we held with stakeholders as part of this review it is clear that the risk management practice in place at Lincolnshire is widely valued as

C(% a useful business tool and is regarded as one of the key skills required of the Council’s managers. In the majority of cases we found a genuine enthusiasm for
risk management, and even where in a very few cases people felt that it could slow down the decision-taking process, there was acceptance that the

o discipline led to better quality decisions. Consistency of approach, a better understanding of risks and controls, and the adoption of a common “vocabulary”
around risk and opportunity were also cited as benefits generated from the current risk management approach.

We have found no level of dissent or disagreement that risk management contributes to better quality decisions and outcomes and all levels of management
appear equally supportive. All stakeholders we spoke to displayed a willingness to contribute to the ongoing process of integration and embedding risk
management into business processes. In fact, many of the conversations we had involved ideas from stakeholders for improving the process, including the
development of a risk management dashboard on Sharp Cloud to make risk information quicker, and easier, to interpret.

It is difficult to give specific examples of positive examples where risk management has been the sole factor in making a positive impact on service delivery. It
is possible that some of the positive change could have been generated irrespective of the degree of risk management maturity. However, we believe that it is
no coincidence that Lincolnshire CC is a well performing authority with a significant and successful transformation programme underway, and also has a risk
management strategy and processes that are amongst the very best in the UK public sector.

For example, we can point to the Council having identified mental health and “burn out” as a key factor affecting employee recruitment and retention leading to
the Council’s adoption of the “Wellbeing Initiative”. During the Covid lockdown periods Lincolnshire CC was unusual in that no childrens’ homes were closed.
This was because the Council identified the issue early in the Covid period and trained additional social workers so that cover could be maintained. The
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Council moved from an arrangement of using CfBT to LLPB for provision of the Schools Improvement Service in advance of the government changing the
rules to require changes in the way that the service was delivered. This put Lincolnshire ahead of the curve in terms of re-structuring the service and avoided
cost and disruption in changing the service at a later date.

One measurable benefit that clearly demonstrates the value of the Council’s risk management strategy and processes is manifested by the stability in the
pricing of it’s liability risks. The Council tendered for insurance cover in 2016 and due to the quality of the risk management strategy and processes, together
with a commitment to self-insure attritional level claims, the Council secured a number of benefits not realised by the majority of other local authorities.

* The highest number of insurer responses in terms of viable bidders that Lincolnshire had ever seen;

+ Significant financial savings in premium costs (despite the increase in Insurance Premium Tax);

* The first UK public sector organisation where the insurer Swiss Re was prepared to quote for all liability risks, and

* Swiss Re was prepared to offer a three-year fixed price contract with an option to extend the fixed price term further

As a result of this tender, the liability risks were placed with Swiss Re and this led to the Council’s insurance premiums being fixed for what will be a seven
year period when the contract expires on 31 March 2023. During this period insurance premiums for local authorities have been steadily increasing and
g Lincolnshire CC has been the only UK local authority to avoid any price increases over this period. This cover placement led to a submission being made to
% ALARM which resulted in the Council’s Insurance & Risk Lead receiving the Risk Professional of the Year award in 2016. Conclusion and scope for

A further refinement Level 4: embedded and integrated.

~ | Ref Details of recommendation

R12 We recommend that the Council consider developing a risk management dashboard on Sharp Cloud so that risks and any outstanding action
points relating to service areas and directorates be clearly and quickly shown together with direction of travel.

5. Limitations of the Audit Exercise

29| Page



g abed

Public Sector Risk Solutions

Without wishing to stipulate a long list of caveats, we do need to emphasise that this is essentially a desk-based audit exercise and we have been dependent
upon the information provided to us in order to compile the output report. Where we have felt it necessary, we have of course challenged and cross checked the
information provided to us, and sought additional information where we believe it was necessary.

However, historical data is not necessarily an accurate guide to future risks, or organisational performance in managing them, and we would draw your
attention to the following:-

6.

In compiling the review, reliance has been made on the Council data and documentation provided, and information provided to us during interviews with
the stakeholders listed in section 3.3 of this report.

An inherent assumption is that the Council structure, functions and range of services provided will not materially change in the foreseeable future, unless
of course we have been advised otherwise;

We have assumed that the risk profile of the organisation has remained relatively constant over the last few years except for any specific changes
advised to us. On a broader front this study cannot, by its nature, address potential future changes in risk profile, which may generate new risks or
threats, or change the future emphasis for risk assessment or risk management focus;

Risk management controls, processes and business continuity measures will usually incur a cost for the organisation. The majority of the additional
processes and controls we have proposed, have a clearly low cost compared to the impact that the risk subject to those controls could have on the
organisation. However, no calculation of those costs has been undertaken as part of this project;

With risk assessment and risk forecasting, the further into the future we look, the less inherently reliable assessments become, being susceptible to
changes in legislation, technology, political outlook, social behaviours and environment to name but a few influences. Our inclusion of any horizon risk
assessment by the organisation in this exercise is therefore limited to include developments which are already well known in the public domain;

Conclusions and Risk Improvement Plan
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6.1 Key Findings

Throughout the review process we have consistently found that the Council’s risk management strategy, policy and processes consistently score highly
against the criteria set as Best Practice models for both the public sector and commerce and industry. We have focused on applying the risk management

performance model developed by the Association of Local Authority Risk Managers (ALARM) as it is the most relevant and appropriate to Lincolnshire
County Council.

During the review we have found a number of examples of excellent risk management practice, and we would specifically draw your attention to the
following:-

+ Effective and enthusiastic leadership and sponsorship of risk management by the Executive, CLT and Elected Members with Audit, Assurance
and Portfolio responsibilities;

* A comprehensive and recently updated Risk Management Strategy with clear messaging on risk appetite and role responsibilities;
* A comprehensive Risk Management and Toolkit available on the Council’s intranet, with high quality guidance and templates;

* Athree-tier assurance model with additional controls around risk appetite and risk reporting when seeking agreement to key decisions on service
delivery

* Engagement with professional bodies such as ALARM at national and regional group levels, and with CIPFA by Chairing the Insurance Editorial
Board for the Technical Information Service;

» Evidence of the organisation learning from its own mistakes, and from those of other authorities, in order to improve corporate performance.

During the review we noticed that there has been a significant level of internal debate on some aspects of risk management — for example risk appetite,
whether a threat could be both a risk and an issue, or only one or the other. This tends to suggest that employees are and committed to using the
processes and tools in place, and are sufficiently engaged in the process to see how they can best use risk management in their respective service areas.

6.2 Scoring against individual Assessment Criteria
Our overall assessment of the level of risk management maturity is based upon the scoring of seven aspects of risk management defined in the ALARM
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Leadership & Management Level 5: Driving the organisation
Strategy & Policy Level 5: Driving the Organisation
People Level 4: Embedded and integrated
Processes and Tools Level 4: Embedded and Integrated
Risk Handling & Assurance Level 5: Driving the Organisation.
Partnerships, Shared Risks & Resources Level 3: Working.

Outcomes & Delivery Level 4: Embedded and integrated.

G abed

O Our overall assessment is that Lincolnshire CC has achieved Level 4 Embedded and Integrated in terms of risk management maturity when evaluated

against the ALARM National Risk Management Performance Model.

In terms of how Lincolnshire CC compares with other local authorities, our best estimation is in the top 10%. It is difficult to be more precise than this as the
author of this report has worked with many authorities in terms of risk management development, but certainly not all of them, and those he has worked with

have been over a number of years, not all in the last one or two years.

Lincolnshire CC has been the most thorough of the authorities he has experience of, and the risk management strategy and process are the most
comprehensive and effective he has seen. Commitment from the top in terms of Executive leadership and support are also exemplary. We are not aware of

any local authority achieving an overall assessment of Level 5.

6.3 Recommended Risk Improvements (Risk Management Improvement Plan)

As good as the scoring is for the risk management at Lincolnshire CC, we have identified a number of improvements that can be made. However, these all
represent fine tuning, rather than step changes. These recommended improvements are set out in the table below:-.
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Strategy & Policy

R1

On page 5 of the Risk Management Strategy, the Council could consider adding an additional tab for All
Employees just to reinforce the message that every employee has a role in identifying risk and informing
line management in order to maximise safety and minimise the possibility of threat incidents arising at all
levels.

R2

On page 7 of the Risk Management Strategy document, we recommend that under the “Key Decisions”
heading, reference is made to include details of risk ownership when reporting risks associated with key
decisions to the Executive.

R3

Guidance on Partnership risks should be included in the intranet toolkit. Areas to be addressed within the
expanded guidance could include, for example: definition of partnership; drivers, challenges and risks;
assessing the need for partnership working; establishing the partnership; governance, operating the
partnership; performance measurement and management; accountable body status and associated risks;
the partnerships register (if required) and a partnership toolkit comprising a series of good practice
checklists or guidance notes. See also R8

Leadership &
Management

No Recommendations

People &
Resources

R4

We recommend that the Council develops a corporate risk management training plan to provide targeted
and appropriate training to each of the role levels identified in the Risk Management Strategy.

R5

We recommend that the Council considers making risk management training mandatory for middle
managers and above.

R6

Ensure that all new Elected Members receive risk management training and that those who sit on the Audit
Committee receive a more detailed level of training on risk assessment
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R7 Provide a training module on risk assessment for Service Managers (and Senior Managers who require it}

R8 Consideration should be given to the development of a Partnership risks toolkit or at least a specific Toolkit
title which offers a checklist of specific issues to consider when risk assessing partnership or collaborative
working options for service delivery. This should be consistent with the guidance on good governance from
CIPFA / SOLACE.PSRS can provide the Council with an example checklist if required.

Processes and R9 The Council should consider whether risk reporting should move to a quarterly cycle rather than the current
Tools six-monthly process

R10 We recommend that the six-monthly reporting of risks and updated risk registers should also include a
section on “horizon scanning” to ensure that there is an audit trail of consistent consideration of emerging
risks and threats to the organisation.

g-? Risk Handling & No Recommendations

«Q Assurance

D

% Partnerships & R11 We would recommend that a register is maintained of all partnership arrangement and collaborative working
Shared Risks agreements to which the Council is party, perhaps maintained by Internal Audit as they will have a prime

role in providing assurance on such arrangements.

Outcomes & R12 We recommend that the Council consider developing a risk management dashboard on Sharp Cloud so that
Delivery risks and any outstanding action points relating to service areas and directorates be clearly and quickly
shown together with direction of travel.

We believe that by adopting these recommendations the Council may be able to achieve a Level 5 risk management maturity assessment, although it is
equally possible that the scoring will become tougher as risk management practice in the public sector continues to develop.

We would also add that no work has been undertaken on the cost of the risk improvements we recommend, and it is feasible that the Council may find that
some of the specific recommendations are not sufficiently cost effective to warrant adoption.
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Introduction and Risk
Management vision

The aim of the strategy is to provide an effective framework for the
Council to manage the key risks facing our services in line with our
risk appetite and the successful delivery of the outcomes of our
Corporate Plan, which sets out four priorities:

The Risk Management Strategy recognises that whilst there have
been several years of unprecedented challenges for the council in
delivering its services and corporate priorities, we continue to be
responsive of risk to meet the needs of the council with further
frequent reporting and assurance.

Risk management strategy 2.0

The strategy seeks to encourage well measured ethical risk taking
where it is likely to lead to sustainable improvements in service
delivery to the people of Lincolnshire. It is there to support both
the management of threats and the taking of opportunities. It is
important that we continue to be transparent and have
accountability especially as we are a public service, spending public
money. By utilising the risk strategy, this focuses on these
elements.




Our strategic risk management

e Supporting a culture of well measured risk taking throughout
Our Strategic approach to risk management is to make informed the council’s business, including strategic and operational. This

decisions and realise opportunities which are vital to successful

9G abed

transformational change.

To set the ‘tone from the top’ on the level of risk we are
prepared to accept on a different service activities and
priorities.

Continue to understand our ‘risk appetite’ with senior leaders
incorporating the different risk categories, acknowledging that
how we ‘think about risk’ will be different depending on the
context of corporate impact and sensitivity.

Acknowledging that even with good risk management and our
best endeavors - things can go wrong. Where this happens, we
use the lessons learnt to try and prevent it from happening
again which includes issues as well as risks.

Developing leadership capacity and skills in having clear
understanding of the risks and issues facing the council in
delivering our services and how we manage these. Risk

management should be integral to how we run council business

/ services.

includes setting risk ownership and accountabilities and
responding to risk in a balanced way — thinking about the level
of risk, reward, impact, and cost of control measures. This
includes financial risk taking and being comfortable with taking
more risk in this area but in a balanced and proportionate way.
Further strengthen how risks are controlled and measured —
being more accountable and with measurable indicators.
Ensuring our approach to risk management is proportionate to
the decision being made.

Effective and flexible reporting and monitoring with board /
executive intelligence on the key risks facing the council.

Good practice tools and training to support management of
risks which is applied consistently throughout the council.
Keep abreast of best practice throughout the industry —
including the external review of our risk management practices.
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Our risk appetite statement is creative and risk aware.

Achieving success -
Implementing our

This means that our risk and assurance systems need to be working well so that we create an environment of

Strategic Risk ‘no surprises’. Whilst working within this overall context — ‘tone from the top’ — it is acknowledged that our
risk appetite will vary depending on the nature of the service. For example, the council’s appetite for risk
Ma nagement taking on safeguarding adults and children is more cautious. Where the council undertakes operations or
initiatives outside the agreed risk appetite this must be reported and monitored through the appropriate
Strategy

executive director. This helps promote informed decision-making based on risk awareness.

e Executive & Corporate Leadership Team (CLT) has the ultimate accountability for the risk
environment, and is responsible for approving and reviewing risk policies. Setting the level of risk the
council is prepared to accept - its 'risk appetite'

¢ Audit Committee is responsible for overseeing the effectiveness of the council's risks management
arrangements, challenging risk information and escalating issues to CLT / the Executive.

* Risk & Safety Groups or equivalent groups (Corporate & Directorate) are responsible for
the facilitation and co-ordination of risk management activity across the council.

¢ Directorates & Services are the 'risk takers' and are responsible for identifying, assessing,

measuring, moitoring and reporting significant risks assoricated with their functions or activities which
feed into directorate and strategic risks;

¢ Elected Members / Management / Corporate functions / third parties & internal audit
as part of the council's combined assurance model give assurance on the management of risks and the
operation / performance of controls.

-5-
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Risk Management guidance

Every aspect of the council’s work involves some level of risk. Policy making, decision making, financial management and day to day delivery of
services, all of these involve risk. The council does not advocate that all risk is removed from its work — instead, it requires us to be ‘risk aware’
— balancing quality, cost, and risk in our work on behalf of the council. It requires that we take steps to ensure that the identified risk is kept
within acceptable parameters - with ‘no surprises’.

Risk management also ensures that we maintain our public sector ethos and keep an ethical mindset. ‘How we do it’ is as important as ‘what
we do’ when making decisions within risk management. Our risk management arrangements enable us to manage uncertainty in a systematic
way at all levels if the council’s business — see below.

A formal risk assessment — producing a risk register
that will be monitored and recorded on our Risk
Management software, Sharp Cloud is required for
all services, in particular:

Strategic
Change

e Strategic risks

Operational

e Key projects and programmes including those
through the Transformation programme and
determined by our corporate plan and project
management guidance

e New service strategies that have a greater
impact on people, finance, and the council.

Risk management strategy 2.0
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Risk Management and assurance framework

As part of the council’s combined assurance model, elected members, management, third parties and Internal Audit give assurance on the

management of risks and the operation / performance of controls.

Maintenance
and
improvement
of the
framework

Monitoring
& review of
the
framework

Implementing
risk
management

Risk management strategy 2.0

Mandate &

commitment

Framework
design for
managing

risk

Combined Assurance

e Management
e Corporate / third party
e Internal Audit

Giving assurance on service delivery, management of
risks, operation of controls and / or performance

Key decisions

All key decisions presented to the Executive must clearly
show the key risks associated with the decision
(recommendations), the potential impact and how these
will be managed. This helps promote informed decision
making, particularly in an environment of uncertainty and
change.
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Risk Management support

The Insurance and Risk Management Team helps support management and promotes good practice.

The key roles of this team are:

To co-ordinate and To develop and co- Provide guidance on risk
maintain the council's ordinate the management including
strategic risk register, implementation of the relevant tools on how to

including identifying any Risk Management identify risks and
emerging risks and issues. Strategy measurable controls

To support members and senior
managers to help identify their
and the council's risk appetite
and also identify and manage

risks and issues facing the council

Promote good risk
management through training
via e-learning, face to face and

virtual events / publications

Measuring / monitoring the successful implementation of the Strategic Risk Management
Strategy priorities by demonstrating that the council:

- Has a culture which supports well thought through risk taking and innovation, with leadership

who support, own and lead on risk management

- Enables members, management and staff to make decisions that are in accordance with the

council's risk appetite

- Learns when things go wrong and have no major surprises that could adverely affect the trust
and confidence of the people of Lincolnshire in the services the council provides.

Our risk management guidance sets our requirements
and gives people the tools to help them identify and
mange risks effectively. We have developed some
simple guidance and tools on our risk management
pages within the Insurance and Risk hub on Share
point.

On Lincs2Learn, you will find two courses, one on
Strategic Risk Management and the other one is on
Operational Risk Management.

For further assistance and guidance, you can also
contact the risk management team on the following
email address:

Riskmanagement@lincolnshire.gov.uk


mailto:Riskmanagement@lincolnshire.gov.uk
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Glossary of terms

Word Description
Impact Impact (often referred to as a consequence) to the organisation should the risk materialise
Risk ISO 3100: An effect (positive or negative) of uncertainty on objectives / actions

Corporate Plan

The Council’s plan of action

Commissioning Strategies

A collection of strategies to ensure services which are sourced externally are sourced correctly

Strategy

An overarching set of guidelines to a particular topic

Risk Appetite

The level of risk an individual or organisation is willing to take

Combined Assurance

Reports providing reassurance against procedures / processes & services within the council

Tone from the Top

The guidance provided from the top management / member level of the council

Operational

Relating to functions which do not directly cause significant impact to the council as whole

Risk Assessment

An analysis of a risk

Emerging risks

Possible risks which may impact the council

Risk Management

The monitoring, analysis, and control of risks

E-Learning

An online based learning facility providing training to employees

Measured Controls /
Unmeasured Controls

A measured control is objective, which means it is based on facts that can be measured and tested rather than being
ambiguous. An unmeasured control is subjective, which means it is based on a belief in a particular action or activity. Where
possible use measured controls as these give a higher level of assurance.

Risk management strategy 2.0
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Name Description Category | Current Impact | Current Likelihood | Current Risk Score - Calculated | Target Likelihood | Target Impact| Target Risk Score - Calculated | Assurance Status | Direction of Travel Owner! Existing / New and Developing | Related Risk Copy
Budget - LCC Funding and maintaining 3- Major 3- Probable Medium 1-HardlyEver | 3-Major static Gl Budget - LCC
financial resilience Crookham
Post Covid Economic Landscape - Brexit, Control New and Developing Budget - LCC
Shipping, material costs etc.
of our Financial resilience. Control Existing Budget - LCC
Balanced Budget for 2021/22 Control Existing Budget - LCC
Directorates looking at financial stability Control Existing Budget - LCC
Fair funding Review Control New and Developing Budget - LCC
Health & Social Care White Paper Control New and Developing Budget - LCC
Identification of deep dive reviews as part of
the process, and introduction of benefits
realisation for the transformation Control New and Developing Budget - LCC
programme, to support longer term
sustainability
Improvements to the management of the
capital programme including a 10 year
affordable programme, introduction of a Control New and Developing Budget - LCC
new challenge process for 2020/21 and
dedicated monitoring reports
Introduction from February 2020 of a new,
clearer Medium Term Financial Strategy,
setting out the council's financial context Control Existing Budget - LCC
and steps to longer term financial
ustainability.
Leveling Up White Paper Control New and Developing Budget - LCC
Linked om.come.s of T.ranS‘mr."atlo.r.‘ Control Existing Budget - LCC
Programme into financial sustainability
Refinements to the revenue budget
monitoring process including monthly
exception reporting to CLT, and a further .
public report to be introduced in 2020/21, Control Existing Budget - LCC
to increase timeliness and accuracy of
figures
Exit of Serco contract ending| Andrew
Serco Contract and transition into the new 4 - Critical 2 - Possible Medium 1 - Hardly Ever 4 - Critical Medium Static Crookham Serco Contract
arrangements
Implen}entat\on‘ of the programme / project Control New and Developing Serco Contract
plan with key milestone dates.
Refresl.w go.vernance arrangements and Control New and Developing Serco Contract
reporting lines
Full ses‘slons and buy in from CLT / OSMB / Control Existing Serco Contract
Executive / Leader
Links with the Corporate programme
optimisation and alignment to these Control New and Developing Serco Contract
functions
Programme Director in place to lead of Control Existing Serco Contract

Implementation
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Name Description Category | Current Impact | Current Likelihood | Current Risk Score - Calculated | Target Likelihood | Target Impact| Target Risk Score - Calculated | Assurance Status | Direction of Travel Owner! Existing / New and Developing | Related Risk Copy
Children Safeguarding Children 4 - Critical 2 - Possible Medium 2 - Possible 4 - Critical Medium Improving Heate Safeg.uardmg
Sandy Children
Annual review of health Safeguarding
Al | revi f health t: Control Existi
nnual review of health assessments assessments reach over 90% ontrol xisting Children
L Immunisations up to date . Safeguarding
I it to dat Control Existi
mmunisations up to date reaching 95% ontrol xisting Children
No of children on child
No of children on child protection register protection register is below Control Existin; Safeguarding
P 8 all England and stat J Children
neighbours
Ofsted Report (Children in need of health . Safeguarding
and safeguarding) Control New and Developing Children
. . N N Registration with dentists . Safeguarding
R trati ith dentist: Control N d Devel
egistration with dentists reaching 95% ontrol lew and Developing Children
) . ) Registration with GPs - Safeguarding
Registration with GPs reaching 95% Control Existing Children
Adults Safeguarding Adults - 3 - Major 3 - Probable Medium 2 - Possible 3 - Major Medium - Improving Glen Garrod Saf:g:ualzt:mg
; . " : " . Safeguarding
Actions arising from the "Strategic Plan Control New and Developing Adults
Audit of Safeguarding practise Control Existin, Safeguarding
8 &P & Adults
. . N Safeguarding
LSAB action plan in place Control New and Developing
Adults
LSA‘B Prevention Strategy in place and Control Existing Safeguarding
Adults
" . N - Safeguarding
LSAB Risk Register in Place Control Existing Adults
Multlagency. Safeguarding Policy & Local Control Existing Safeguarding
procedures in place Adults
Number of safeguarding cases supported by Safeguardin,
8 g PP Y Control New and Developing 8 8
an advocate Adults
Prevlentlon Strategy agreed and being Control Existing Safeguarding
Adults
" . " - Safeguarding
Quality Practice Audits Control Existing Adults
. . . . Safeguarding
Recent Audit on safeguarding practise Control Existing
Adults
Rolli f training for staff Saf di
olling program of training for sta Control Existing afeguarding
in place Adults
. N B Safeguarding
Safeguarding personal action plan Control New and Developing Adults
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Name Description Category | Current Impact | Current Likelihood | Current Risk Score - Calculated | Target Likelihood | Target Impact| Target Risk Score - Calculated | Assurance Status | Direction of Travel|  Owner! Existing / New and Developing | Related Risk Copy
Ability to deliver our Andrew
Projects Y N 3 - Major 3 - Probable Medium 2 - Possible 3 - Major Medium Improving Projects
Transformation programme Crookham
A number of key corporate projects are on
y‘ P proj Control Existing Projects
the Transformation Programme.
Aligning transformation programme to
Control Existin, Projects
Corporate Plan and Political Manifesto 8 )
Dedicated SharePoint site with updated - .
. Control Existing Projects
project
Developi Transfc tion Te t
eveoping a new Transtormation feam to Control New and Developing Projects
lead key areas of activity
Further governance arrangements being
i d in i ith it forities t
reviewed in line with corporate priorities to Control Existing Projects
manage impact on corporate support
services
Gateway review process being tested. Control New and Developing Projects
Governance in place for strategic, tactical . .
N P 3 8 Control Existing Projects
and operational project levels.
Implemented interim management structure| . .
Control Existing Projects
to oversee the programme.
Routine reporting to Overview & Scrutin
P g v Control Existing Projects

Management Board (OSMB)
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Name Description Category | Current Impact | Current Likelihood | Current Risk Score - Calculated | Target Likelihood | Target Impact| Target Risk Score - Calculated | Assurance Status | Direction of Travel Owner! Existing / New and Developing | Related Risk Copy
The risk of a successful
cyber-attack against the Andrew
Cyber u P -g iy 4 - Critical 3 - Probable 2 - Possible 4 - Critical Medium Limited Improving Cyber
council with significant / Crookham
critical impact
Independently certified information security
management system across ICT Control Existing Cyber
environment
Adoption of National Cyber Security Centre -
Control Existi Cyb
Active Cyber Defence tools ontro xisting yoer
Back i i i
ack up regime confirmed as in place by Control Existing Cyber
service provider
Cyber security training and awareness in
¥ ¥ 8 Control Existing Cyber
place.
Email filtering tool t tect fi lici
mail filtering tool to protect from malicious Control Existing Cyber
email
Improved intruder detection and prevention
P N P Control Existing Cyber
software implemented
Increasing coverage of Microsoft 365
security controls deployed in line with Control New and Developing Cyber
project deployment
Internet security tool to identify and block
. v v Control Existing Cyber
internet born threats
Serc? S.ecurity OIperaﬁons team FTE in place Control Existing Cyber
providing technical support
Ui rted Wind til t
nsl{ppo © indows operating systems Control New and Developing Cyber
continue to be removed from our network
Continued high inflation
undermines capital
rogramme impactin, Andrew
Inflation B g . & e 4 - Critical 4 - Almost Certain 3 - Probable 3 - Major Medium Limited Static Inflation
aspirations and threatens Crookham
the sustainability of revenue|
budgets.
Lobbying for Government Support Control New and Developing Inflation
Regular financial monitoring/impact
g . 8/imp Control New and Developing Inflation
assessment on key projects/contracts
Reshape Spending options Control New and Developing Inflation
IT Infrastructure - ability to Andrew
IT Infrastructure implement transformational 3 - Major 2 - Possible Medium 1- Hardly Ever 2 - Minor Limited Improving T IT Infrastructure
aspirations and deliver BAU
Portfolio of remedial projects is progressin
N . 3 P J, prog| e Control Existing IT Infrastructure
with all projects in the build stages
Life Cycle Management Control Existing IT Infrastructure
New device management strategy is being
put into effect which reduces reliance on Control Existing IT Infrastructure

LCC infrastructure
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Name Description Category | Current Impact | Current Likelihood | Current Risk Score - Calculated | Target Likelihood | Target Impact| Target Risk Score - Calculated | Assurance Status | Direction of Travel|  Owner! Existing / New and Developing | Related Risk Copy
Adequacy of Social Care
market supply to meet
Market Supply o PPy N N 3 - Major 2 - Possible Medium 2 - Possible 2 - Minor Medium Limited Static Glen Garrod Market Supply
eligible needs as defined in
the Care Act
Loss .of Provider Process (enacted where Control Existing Market Supply
required)
Carer attraction campaign — promoting Care .
Control New and Developin Market Suppl
as a career and development of branding ping PRl
Led by Finance leads
submission. National
government pay different
Fair cost of care work rates for different areas. Fair Control New and Developin| Market Suppl
cost of care for locality. This Ping PRY
is done in residential and
doing it in homecare. Result
in pressure for providers
Home Based Reablement Service pilot to
Control Existin, Market Suppl
broaden eligibility 8 PRl
Providers to Local
authorities pay —admin
burdens — cash flow. Step
Move to gross (residential specific) change in national Control New and Developing Market Supply
government and hope to
pay staff better who want to
the job
New specification and contracts for
Residential Care (commencing 1st April Control New and Developing Market Supply
2022)
Robust Contract Management of all
Commissioned Services, including Control Existing Market Supply
intervention work programme
Service Quam?’ Re‘."ew - "Tu.m agency Control Existing Market Supply
response to high-risk provision
Workforce Development Strategy Group (led -
by Justin Hackney) Control Existing Market Supply
Recruitment & Staffing 3 - Major 3 - Probable Medium 2 - Possible 2 - Minor Medium Limited Static LIty (S
Crookham Staffing

Developing an Attraction and Retention
(A&R) framework, this and the wider A&R

Recruitment &

project is the top People Strategy priority. Control New and Developing N
P s Staffing

A&R initiatives within the framework have

received CLT approval

Listening and responding to employee

feedback through Smarter Working surveys . Recruitment &

. . Control Existing )

and staff engagement events informing Staffing

corporate action

Producing resourcing analytics for quarters 1

3 and year to date, and further development| .

" - . Recruitment &
of Resourcing Management Information in Control New and Developing Staffin
addition to Human Resources Management 8
Information (HRMI)

- Expansion of current enhanced health and .

: . Recruitment &
well- being offer and launch of Mental Control Existing Staffin
Health First Aiders s
- Expansion to employee benefits e.g. salar Recruitment &

F N ploy 8 ¥ Control Existing )
sacrifice, green cars Staffing
Al ticeshi i bedded R it t &
Apprenticeship campalgns embedde Control Existing ecruitmen
including hard to recruit and retain posts Staffing
Completion of Manager survey to review
and validate hard to recruit/retain posts and .

N . Recruitment &
launch the updated corporate toolkit for Control Existing Staffin
attraction, development and retention of 8
talent along with new managers gu
Corporate Employee Health & Wellbein,

P Py ¢ - Recruitment &
strategy and enhanced corporate offer Control Existing )
. . . . Staffing
introduced during the Covid-19 pandemic
Corporate recruitment and retention .
: . " . Recruitment &
measures established including new Control Existing

employer branding/social media campaigns

Staffing
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Name Description Category | Current Impact | Current Likelihood | Current Risk Score - Calculated | Target Likelihood | Target Impact| Target Risk Score - Calculated | Assurance Status | Direction of Travel Owner! Existing / New and Developing | Related Risk Copy
Embedding all new employment policies to
support cultural shift to more collaborative . Recruitment &
N N Control New and Developing )

ways of working and early resolution of Staffing
issues
| - -
mplernentat\on of smarter working and o Recruitment &
associated changes to performance Control Existing Staffin
appraisal and working flexibly policies 8
Launch Employer of Choice - Our People
St - i

rategy 2021 — 24 to support the del\vAer.y of| o Recruitment &
our Corporate Plan — focussed on recruiting Control Existing Staffin
and retaining skills to enable future delivery €
of services
Seeking funding for an additional resourcin,

N € : : € . Recruitment &
post to support transformation of service Control New and Developing Staffin
delivery 8
Shorter and more user-friendly employment
policies located on the new web platform . Recruitment &

. ) Control Existing )
enabling easier access and search by Staffing
I and pra applicants
Ensuring contracts and
markets (other than adult Andrew Strategic
Strategic Contracts ( 3 - Major 3 - Probable Medium 2 - Possible 2 - Minor Medium Limited Improving 8
care) are fit for purpose & Crookham Contracts
are i
Access to legal advice and support Control Existing Strategic Contracts|
Business cases Control Existing Strategic Contracts|
Category Management Control New and Developing Strategic Contracts|
Commercial Board Control Existing Strategic Contracts
Commissioning review (Sept 2020 - . .
Control Existin Strategic Contracts|
September 2021) 8 8
Contract and procurement procedure rules
P P Control Existing Strategic Contracts|
(CPPR)
Developing reporting back to CLT Control Existing Strategic Contracts
Options Appraisals Control Existing Strategic Contracts
Overview pl; leted, further acti
VErview pan comp eted, further action Control New and Developing Strategic Contracts|
plan to be developed.
Project decision making and governance
. ) N 8 L 8 Control Existing Strategic Contracts|
including accountable decision maker
Putting togeth Contract M: t
v |r!g oge era tontrac anag‘emen Control New and Developing Strategic Contracts|
Toolkit which promotes good practice
Recruitment of Category Leads Control New and Developing Strategic Contracts|
Regular reporting to CLT Control New and Developing Strategic Contracts|
Use of industry standard contracts e.g. NEC Control Existing Strategic Contracts|
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